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Automakers aim to stop car hackers

BY JUSTIN PRITCHARD

ASSOCIATED PRESS
LOS ANGELES (AP)
Against the team of
hackers, the poor car stood no
chance.

Meticulously over-
whelming its computer net-
works, the hackers showed
that — given time — they
would be able to pop the
trunk and start the windshield
wipers, cut the brakes or lock
them up, and even kill the en-
gine.

Their motives were not
malicious. These hackers
worked on behalf of the U.S.
military, which along with
the auto industry is scram-
bling to fortify the cyber de-
fenses of commercially
available cars before crimi-
nals and even terrorists pene-
trate them.

“You’re stepping into a
rolling computer now,” said
Chris Valasek, who helped
catapult car hacking into the
public eye when he and a
partner revealed last year they
had been able to control a
2010 Toyota Prius and 2010
Ford Escape by plugging into
a port used by mechanics.

These days, when
Valasek isn’t working his day
job for a computer security
firm, he’s seeing how Blue-
tooth might offer an entry
point.

Automakers are betting
heavily that consumers will
want not just the maps and
music playlists of today but
also Internet-enabled vehi-

cles that stream movies and
the turn dictation into email.
The federal government
wants to require cars to send
each other electronic mes-
sages warning of dangers on
the road.

In these and other con-
nections, hackers see oppor-
tunity.

There are no publicly
known instances of a car
being commandeered outside
staged tests. In those tests,
hackers prevail.

One was the Defense De-
partment-funded assault on a
2012 model American-made
car, overseen by computer
scientist Kathleen Fisher.

Hackers demonstrated
they could create the elec-
tronic equivalent of a skele-
ton key to unlock the car’s
networks. That may take
months, Fisher said, but from
there it would be “pretty easy
to package up the smarts and
make it available online, per-
haps in a black-market type
situation.”

The project’s goal is more
than just to plug vulnerabili-
ties — it is to reconceive the
most critical lines of com-
puter code that control the car
in a way that could make
them invulnerable to some of
the major known threats. The
model code would be distrib-
uted to automakers, who
could adapt it to their needs.
That should take a few more
years.

The industry is participat-
ing — and not waiting.

One major association
representing brands includ-
ing Honda and Toyota is
helping establish an “infor-
mation sharing and analysis
center” patterned after efforts
by big banks to try to thwart
cyberattacks.

“Before, when you de-
signed something, you
looked at how might compo-
nents fail,” said Michael
Cammisa, director of safety
for the Association of Global
Automakers. “Now, you
have to look at how would
somebody maliciously attack
the vehicle.”

The so-called Auto-ISAC
will allow participating com-
panies to evaluate the credi-
bility of threats and, in the
event of an attack, let one
warn others so they could test
their own systems. The effort

was announced this summer
at the Cyberauto Challenge
in Detroit, one of an increas-
ing number of programs fo-
cused on auto hacking.
Several days later, in China,
organizers of a cybersecurity
conference announced suc-
cess in their challenge to hack
a Model S made by Tesla
Motors.

Another American com-
pany, General Motors, has
checked how Boeing and de-
fense companies create sys-
tems to repel hackers,
according to Mark Reuss,
GM’s executive vice presi-
dent of global product devel-
opment.

Cybersecurity is “one of
the highest priority things that
we have,” Reuss said. “We
have got to make sure that
our customers are safe.”
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ILLINOIS POLLUTION CONTROL BOARD
NOTICE OF PROPOSED STIPULATION AND
PROPOSAL FOR SETTLEMENT OF ENFORCEMENT CASE
The Attorney General has brought a case against the Taylor
Brothers Welding Service, Inc. for violation of State pollution

control rules. On September 1
lation and proposal for settle
hearing is unnecessary, and in
requested that the settlemen

8, 2014, the parties filed a stipu-
ment. The parties agree that a
accordance with State law, have
t be adopted without holding a

public hearing. Any person desiring that a hearing be held may

demand a public hearing in thi
request with the lllinois Polluti

s case by filing a written hearing
on Control Board within 21 days

after the publication of this notice. The hearing request should
refer People of the State of lllinois v. Taylor Brothers Welding

Service, Inc., PCB 15-61 and

should be mailed to the Clerk of

the lllinois Pollution Control Board, 100 West Randolph Street,

Suite 11-500, Chicago, lllinoi
can be obtained through the

s 60601. Additional information
Office of the Clerk at 312/814

3461 and the Board’s website at http://www.ipcb.state.il.us.

Deanna Glosser
Chairman
LN:252
11/24/14

ILLINOIS CLASSIFIED ADVERTISING NETWORK

ADVERTISING
SERVICES

BOATS

Need to place your classified ad
throughout lllinois? Call lllinois
Press Advertising Service
217-241-1700 or visit
www.illinoispress.org

THE BOAT DOCK We Buy &
Consign Used Boats! 217-

793-7300 theboatdock.com
|

CAMPERS/RVS

AUCTIONS

Firearm / Sporting Auction
2 DAY EVENT!
NOVEMBER 29TH & 30TH
2601 Lake Land Blvd-
Mattoon, IL 900 Firearms
Ammo, Scopes, MORE!
BAUER AUCTION SERVICE
www.bauerauctions.com
(217) 259-5956

Colman’s RV - We
buy/consign used Campers
& RV's 217-787-8653
www.colmansrv.com

T ————
CAREER/EDUCATION

BUSINESS
OPPORTUNITY

Selling aerial photography of
farms on commission basis.
$4225.00 first month guarantee.
$1,500-$3,000 weekly proven
earnings.  Travel required.
More info  msphotosd.com
or B77/882-3566

AIRLINE CAREERS START
HERE - BECOME AN
AVIATION MAINTENANCE
TECH. FAA APPROVED
TRAINING. FINANCIAL
AID IF QUALIFIED. JOB
PLACEMENT ASSISTANCE.
CALL AIM
800-481-8312

I ———————————————
CONTRACT SALESPERSON

FARM & RANCH

Lease the Hunting Rights to
your land and earn to $$$. Call
for free quote & info packet.
Hunting Leases Done Right
since 1999. 1-866-309-1507.

www.BaseCampleasing.com

HELP WANTED
DRIVERS

Flatbed drivers-trucks now set
at 7OMPH. Starting pay up to
.41 CPM, health Ins, 401K, $59
daily per diem pay, home
weekends. B800-648-9915 or
www.boydandsons.com

25 Positions Available! Great

Miles! Tupelo, MS to Camp Hill,
PA.  Company Driver and
Owner Operators wanted. |deal

Drivers
Own Your Own Truck!
Best Lease Purchase
Deal in the Country!
*You can earn over
$150,000 per year
*No Credit Check
*Late-model
Freightliner Columbia
*Low Truck Payment
Call (702)802-0591 to
talk to a recruiter
Apply Now Online @
www.joincrst.com

candidate will live within 50 mile
radius of starting point, ending
point or along route including
Martin, TN, Leitchfield, KY,
Willard, OH, St. Mary's PA,.
Call PAM for details 888-355-
5915 or pamjobs.com

$3000 Sign On Bonus, $65K-
$75K Annually! Experienced
Class A CDL Drivers Wanted!

SOUTHERN ILLINOIS MOTOR
XPRESS IS LOOKING FOR
LOCAL AND REGIONAL
DRIVERS FOR OUR CUTLER
& JOPPA, IL TERMINALS
APPLY ONLINE
www.simxtrucking.com OR
CALL 618-497-8851 x1016
TO START TODAY!

Dedicated Customer, Home
Weekly and Excellent Benefits.
Call 888-409-6033 or apply
online www.DRIVEJTC.com

New Pay & $2,500 Sign On
Bonus! Earn up to $0.43/mile,
PLUS up to $0.03 per mile in
bonus! Call 877-294-2777 or
SuperServiceLLC.com

Class A CDL Truck Drivers
Hogan is Hiring! Dedicated &
OTR  Runs. Daily, Weekly,
Bi-Weekly Hometime options.
Great Pay & Sign-On Bonuses
Call today! 866-906-8327

THE FAMILY CIRCUS

By Bil Keane

“Thé sugar bowl was only half full,
so | filled it back up.”

www.GoComics.com
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CELEBRITY CIPHER
by Luis Campos

Celebrity Cipher cryptograms are created from guotations by famous people, past and present.
ach letter in the cipher stands for ancther.

“NIRH IDO NABPSDH IBH WITTCDF. IBH

YH PIXCDF PZH WITT AB ETAWXCDF

PZH DSREHB?"” DCWATH BCWZCH

Previous Solution: “We were so poor we couldn't afford the last two letters, so
we called ourselves ‘po” — George Foreman
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Devan Yaughn
Brittany Gresham
Mike Alabastro
Alex Spencer
Doug Daniels

% Nice ¥

Devan Vaughn
Brittany Gresham
Debra Burns
Alex Spencer
John Croessman
Paul Lilly
Kathy Kopshever
Peggy Caldwell

% Decision Ponding
Patty Malinee
Kathy Kopshever
Paul Lilly
Mike Alabastro /
Kathy Kopshever .

To include your family, friends or co-workers, please call 618-542-2133 or mail to
P.O. Box 184, 9 N. Division, Du Quoin, IL 62832. Mark Santa’s List on envelope.

. List will be published weekly up to Christme
di ughty List: $7.50

I Nice or Decision Pendin st: $5.00 N
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